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Abstract 
 
Management of Extensible Markup Language (XML) 
Web services executing in mobile and/or embedded 
environments poses new challenges coming from lim-
ited available resources and from the need for char-
acteristic management activities, such as handling 
context sensitivity. We determined management re-
quirements, studied relevant tradeoffs, and designed 
a management infrastructure for monitoring of mo-
bile/embedded XML Web services. The infrastructure 
enables that some or all management activities are 
executed on a non-mobile/non-embedded gateway in-
stead of a mobile/embedded provider Web service. 
Further, it contains support for managing context-
sensitivity and for handling disruptions in quality of 
service (QoS) and intermittent connectivity. While 
our high-level architecture can be implemented upon 
several existing Web service management tools, we 
chose to develop a new version of our Web Service 
Offerings Infrastructure (WSOI). The suggested solu-
tions are being verified using the new WSOI proto-
type and validated on case studies, such as emulation 
of track-tracking Web services. 
 
1. Introduction and Motivation 
 

Mobile/embedded XML (Extensible Markup Lan-
guage) Web services support ad hoc integration of di-
verse software running in mobile and/or embedded 
environments with other software running on the 
Internet, through the use of XML-based technologies 
such as World Wide Web Consortium (W3C) SOAP 
and Web Services Description Language (WSDL). 
Example application areas are mobile business, fleet 
management (e.g., truck tracking), and disaster relief.  

We will use the truck tracking example [1] to illus-
trate important concepts.  There  is  a   frequent   need  
* V. Tosic was a Natural Sciences & Engineering Research Coun-
cil of Canada (NSERC) post-doctoral fellow at the Univ. of West-
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Research Committee NSERC Research Development Fund grant.  

to track  movement and condition of trucks, particu-
larly those transporting precious and/or hazardous 
goods. A mobile/embedded Web service may execute 
within a truck to provide information such as: geo-
graphic location, speed, quantity of gas left, air pres-
sure in tires, and engine temperature. There are sev-
eral possible clients of this Web service: the transpor-
tation company, companies whose goods are trans-
ported, police, and road assistance service.  

Management of Web services is business-critical 
for many uses of Web services, because it ensures 
regular operation and handles run-time problems [2, 
3, 4]. Management activities can be classified into 
monitoring and control. Monitoring includes meas-
urement or calculation of quality of service (QoS) 
metrics (e.g., response time, throughput, availability), 
evaluation of requirements and guarantees, calcula-
tion of prices/penalties, and accounting. Control to 
meet guarantees and adapt to changes includes re-
configuration of the Web service, re-negotiation of 
contracts used between Web services, and re-
composition of Web services. Formal and precise 
specification of management information (e.g., in the 
form of Service Level Agreements – SLAs) is neces-
sary for successful management activities.  

Several management infrastructures for non-
mobile/non-embedded Web services have been pub-
lished [2-6]. Management of mobile/embedded Web 
services brings new challenges and specific require-
ments for management systems, elaborated later in 
this paper. Unfortunately, the existing Web service 
management infrastructures do not address these spe-
cific requirements. Various solutions [7-10] for han-
dling context-sensitive operation, QoS disturbances, 
and/or disconnections for mobile/embedded devices 
are usually not directly applicable to mo-
bile/embedded Web services since they deal with dif-
ferent mobile computing infrastructure and software.  

We describe the first Web service management in-
frastructure for mobile/embedded Web services. This 
paper contains considerably more technical details 
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than our recent posters [11, 12]. The remainder of the 
paper is organized as follows. Section 2 summarizes 
requirements specific to management of mo-
bile/embedded Web services and then Section 3 
overviews achievements from related work. Section 4 
describes a high-level architecture for the manage-
ment framework based on the identified requirements. 
Section 5 describes implementation in an extension of 
our Web Service Offerings Infrastructure [2, 6]. The 
last section discusses conclusions and future work.  
 
2. Specific Management Requirements 
 

Requirements specific for management of mo-
bile/embedded Web services [11] are additional to 
the requirements for non-mobile/non-embedded Web 
services, such as Web service discovery, Web service 
selection, composition verification, re-composition, 
and contract management. Security is also a common 
requirement for both non-mobile/non-embedded and 
mobile/embedded environments, so it is not discussed 
in this paper. (We recognize that the nature of the 
wireless medium makes that security issues are more 
important in mobile/embedded environments, but 
concentrate on management issues that are specific to 
these environments.) While we tried to be compre-
hensive, the following list of requirements might be 
appended in the future. Due to the space limits, we 
are not able to include justification examples in this 
paper, but they can be found in [13].  

1. The system will support that providers, clients, 
and even management third parties can be mo-
bile/embedded. While it will address specifics of 
management of mobile/embedded Web services, it 
will be possible to use it to manage, in a similar man-
ner, any Web service and/or any Web service compo-
sition, irrespective of the execution environment.  

2. It will be possible to distribute the system be-
tween mobile/embedded and non-mobile/non-
embedded environments in such a way that the man-
agement functionality executing in mobile/embedded 
environments consumes minimal possible and rela-
tively little processing power, memory, and electric 
power, because of the scarcity of these resources.  

3. The additional communication over wireless 
networks for management purposes will be minimal, 
because wireless links are slow and unreliable and 
sending information consumes a lot of electric power.  

4. The system will enable publishing, monitoring, 
storing, processing, analyzing, communicating, and 
updating information about the execution context 
(e.g., location) of a mobile/embedded Web service. It 
will also enable using context information for moni-

toring, accounting, billing, analysis, planning, and 
control activities in the management of Web services 
and their compositions. In the mobile computing lit-
erature, there are several different definitions of the 
term ‘context’. A popular definition states “Context is 
any information that can be used to characterize the 
situation of an entity.” [14] Unfortunately, manage-
ment activities require precision that is missing from 
the cited definition. Any management information 
(e.g., values of QoS metrics) can be used to character-
ize situation of an entity, so it can be viewed as con-
text. However, mobility brings new challenges to 
management systems, for which the management in-
formation maintained for non-mobile systems is not 
enough. Therefore, we adopted a stricter definition: 
context of an application refers to information about 
external run-time circumstances that influence execu-
tion [1]. A context property is an attribute of context. 
For a Web service, context does not include a de-
scription of its implementation, input values provided 
by a client, changes to its state caused by execution, 
or values of QoS metrics. For example, current time 
and country of location are context properties for a 
mobile banking Web service, but account balance is 
not (it is part of Web service’s state). Similarly, the 
response time of code that implements a Web service 
is not context (it is determined by internal processes), 
but a network delay time for Web service messages is 
context (it is external and not fully controlled).  

5. The system will provide mechanisms to adapt to 
changes in context of the mobile/embedded Web ser-
vice. The adaptation activities include: a) re-
configuration of the Web service, b) re-configuration 
of the management system (e.g., which management 
third parties are used), c) re-negotiation of contracts 
(e.g., which classes of service are used), and d) re-
configuration of the Web service composition.  

6. Since various disturbances in QoS can occur 
relatively frequently in mobile/embedded environ-
ments, the system will implement mechanisms for 
their handling with maximal possible efficiency and 
minimal possible overhead.  

7. The system will maintain presence information 
about the Web service and provide this presence in-
formation to clients. This is useful for efficient man-
agement of Web service disconnections.  

8. Since there is a possibility of relatively frequent 
disconnections of individual Web services, the system 
will provide application-level invocation retries (stor-
ing-and-forwarding of requests) to disconnected mo-
bile/embedded provider Web services.  

9. To handle disconnection and/or improve per-
formance, the system will enable caching and pre-
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fetching of results of operations of a mo-
bile/embedded Web service, plus cache management 
(e.g., updates and invalidations) and lookup.  

10. If several replicas of a Web service are avail-
able, the system will enable opaque exchange be-
tween them to accommodate disconnection of one of 
the replicas or achieve load balancing.  

 
3. Related Work 
 

Existing systems for hosting mobile/embedded 
Web services and systems for management of non-
mobile/non-embedded Web services (e.g., [2-6]) do 
not address the requirements described in Section 2. 
The majority of tools currently advertised for “mobile 
Web services” actually enable only that clients exe-
cute on mobile devices, while providers are non-
mobile. In such scenarios, provisioning and manage-
ment challenges are significantly simpler than when 
providers are mobile/embedded. An important excep-
tion was (now obsolete) IBM’s Web Services Tool 
Kit for Mobile Devices (WSTKMD) – it enabled 
hosting of mobile Web services, but did not support 
their management. The Open Mobile Alliance (OMA) 
Mobile Web Services working group industrial stan-
dardization activity [15] is related mainly to hosting 
and security management, but it will not address all 
management challenges identified in our require-
ments. On the other hand, the Web Services Distrib-
uted Management (WSDM) [16] standardization ac-
tivity and various existing management infrastruc-
tures for Web services [2-6] do not address the man-
agement issues characteristic for mobile/embedded 
Web services. Further, the run-time overhead of these 
infrastructures seems to be too high for mo-
bile/embedded environments. Only WS-QoS [17] 
partially addresses some of these requirements.  

While various solutions for handling context-
sensitive operation, QoS disturbances, and/or discon-
nections of mobile/embedded devices were presented 
in the literature, in almost all cases these solutions are 
not directly applicable to mobile/embedded Web ser-
vices. Most relevant are the works that discuss man-
agement of general mobile services (m-Services) that 
can use any distributed computing technology. For 
example, context management of m-Services was dis-
cussed in [7-9], handling of disconnections using 
software agents that store and forward information to 
disconnected mobile clients was presented in [9], 
while [10] researched caching of request results when 
mobile client is disconnected. However, these and 
similar papers focus on situations when only clients, 
and not providers, are mobile.  

4. High-Level Management Architecture 
 

The management functionality described in this 
section is based on the ability to extend the SOAP 
engine with monitoring of Web services, contract 
management, support for context sensitivity and han-
dling of disruptions in QoS or intermittent connec-
tivity. A SOAP engine refers to software that ana-
lyzes, processes, and generates SOAP messages. An 
example is Apache Axis [18]. Processing of SOAP 
messages is often important for management activi-
ties. Consequently, several Web service management 
tools (e.g., WSMF [4], WSOI [2, 6], Smartware [5]) 
were implemented as extensions of SOAP engines. In 
[12], we presented a high-level architecture of such a 
Web service management infrastructure, also shown 
in �������	. Hereafter, we focus on how we extended 
this general architecture to address the requirements 
specific to mobile/embedded Web services.  

To deal with a limited amount of available re-
sources (processing, memory, energy, bandwidth), the 
management infrastructure allows for the offloading 
of management activities from a mobile/embedded 
provider (client) to a non-mobile/non-embedded en-
tity. This is based on our thorough preliminary study 
that concluded that in many situations, the majority of 
management activities, code and data structures that 
they use can be offloaded. Offloading requires several 
additional management parties: gateways, proxies, 
and intermediaries. We use the same terminology as 
[14, 12]. A gateway is a non-mobile/non-embedded 
entity that performs some message processing instead 
of the provider. It implements all WSDL operations 
advertised for the real provider, as well as specialized 
management functionality expected from providers. 
The client knows only the address of the gateway, not 
the real provider, and need not be aware what activi-
ties are performed by the provider and what by the 
gateway. Analogously, a proxy is performs some ac-
tivities on behalf of the client. Intermediaries process 
messages sent between the client and the provider.  
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Relationships between these additional manage-
ment parties, the client, and the provider are illus-
trated in �������
. The exchange of management in-
formation between management parties can be done 
using piggybacking into SOAP headers and/or using 
special management operations [2, 6]. The former 
mechanism consumes less bandwidth, but the ex-
change has to wait for the next SOAP message in 
which management information can be piggybacked. 
We analyzed how many gateways should be assigned 
to mobile/embedded web service provider: one in all 
provider contexts, several for different provider con-
texts, or one per class of service. In the current ver-
sion, we allow only one gateway per provider.  

Apart from providers, clients, gateways, proxies, 
and intermediaries, our architecture also supports 
probes, which periodically invoke the provider, e.g., 
to measure response time and/or availability. Since 
the use of probes can have drawbacks in business-to-
business environments [2], we put more emphasis on 
intermediaries. All parties except providers and cli-
ents are optional – it is possible to combine parties 
into one entity, but this has both pros and cons [2].  

Management activities require maintaining various 
information in the management information reposi-
tory. Currently most web service management infra-
structures provide values of measured/calculated QoS 
metrics, evaluated conditions, and billed 
prices/penalties. These are used as input into resource 
management, contract management, and Web service 
re-composition. For authentication and authorization 
of clients during session management, client informa-
tion is needed. The management issues specific to 
mobile/embedded Web services require extensions of 
the management information model found in most ex-
isting management infrastructures (e.g., [2]).  

To enable context-sensitive behavior of a mo-
bile/embedded Web service, a management system 
should support storing, processing, and using context 
information. Several specialized formats for specifi-
cation of context were developed for various mobile 
systems [7], but they are different from the models 
used for specification of other management informa-
tion. As argued extensively in [1], there are many 
similarities (but also some differences) in both se-
mantics and syntax of context properties and other 
management information, particularly QoS informa-
tion. For example, both QoS metrics and context 

properties have to be measured/calculated, aggre-
gated, exchanged, processed, stored, and accounted in 
a similar manner. Using different formats to describe 
similar information can lead to problems in interop-
erability and increases run-time overhead, which is an 
important issue in mobile/embedded environments. 
Describing context properties through extensions 
(subclasses) of models for other management infor-
mation is beneficial, so we adopted it in our architec-
ture. Note that our architecture does not deal with 
measurement of context properties – we assume that 
such measurements come from some external mod-
ules, such as GPS systems for determining geographic 
location. However, complex context properties (e.g., 
“CountryOfLocation”) can be calculated from meas-
ured context properties in Web service monitoring 
modules analogous to those for QoS metrics. While 
we considered special support for presence, we de-
cided to model presence as a context property. The 
main argument in favor of this solution is its relative 
simplicity. A client can get presence information from 
a gateway, so there is no need to wait for a timeout.  

One way to differentiate service and QoS is to en-
able the provider to offer multiple classes of service 
to its clients. A class of service is a discrete variation 
of the complete service and QoS provided by a Web 
service. We use the term service offering to denote a 
formal representation of a class of service for a Web 
service [2, 6]. It is a special type of SLA, which is a 
special type of contract. Service offerings of one Web 
Service refer to the same WSDL description, but dif-
fer in management information, such as QoS guaran-
tees and prices. The truck-tracking Web service could 
provide different service offerings, so that different 
clients (or the same client in different contexts) have 
access only a subset of operations and receive differ-
ent granularity of provided information and QoS. For 
example, the transportation company needs informa-
tion about the quantity of gas left, but the other clients 
should not have access to this information. Further, 
response time and precision of the operation returning 
truck’s geographic location could be high for the 
transportation company and the police and low for the 
insurance company. [2, 6] illustrated that providing 
and manipulating predefined service offerings is sim-
pler, faster, and with less run-time overhead (in terms 
of memory, processing, and the number of exchanged 
SOAP messages) than providing and negotiating cus-
tom-made SLAs. These advantages are very benefi-
cial in mobile/embedded environments. Conse-
quently, our architecture supports service offerings.  

Support for handling of disconnections using in-
vocation retries, caching of results, and opaque ex-
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change between Web service replicas also requires 
extensions of the management information model. 
While we developed algorithms that enable these 
three activities between any two parties, they are most 
likely to be used between a gateway and a mo-
bile/embedded provider and between a proxy and a 
mobile/embedded client. Consequently, the corre-
sponding information has also to be kept on the gate-
way and/or the proxy. For invocation retries, informa-
tion about the disconnected party, retry timeout, retry 
interval, and maximum number of invocations has to 
be stored and used as input into a new type of peri-
odic activities. This information need not be the same 
for all provider’s operations. When the calling party 
gets a fault message that the called party cannot be 
reached (i.e., is disconnected), it schedules periodic 
retries until the provider is reached or timeout or 
maximum number of retries are reached. For caching 
of results, it is crucial to store both cached results of 
past invocations of the provider and detailed descrip-
tions of when the cache is valid. These descriptions 
include cache expiration time and/or maximum dura-
tion, invalidating conditions (e.g., invocation of other 
operations), and information whether cached values 
can be reused between different sessions (e.g., differ-
ent clients). As mentioned above, management infor-
mation repositories of gateways and/or proxies con-
tain long-term archives of invoked operations and 
their results. This information can be reused as a 
cache. Before contacting the mobile provider, the 
gateway looks up the cache and checks validity of 
found cache entries. If there was a valid hit, these re-
sults are returned without contacting the provider, 
thus saving time. The cache is updated whenever the 
gateway receives some results from the provider. 
Cache validity is updated during both the lookup and 
the update process. For opaque exchange between 
replicas, information about these replicas and their 
service offerings is needed. This information can be 
an expansion of information about alternative service 
offerings, so we modified algorithms and protocols 
for manipulation of service offerings to support 
switching between Web service replicas.  

The manipulation of service offerings can also be 
used to handle disturbances in communication-level 
QoS, intermittent connectivity, and changes in con-
text. For example, when these disturbances cause that 
guarantees in a service offering can no longer be met, 
then this service offering can be deactivated and cli-
ents switched to a service offering more appropriate 
to the new circumstances. Further, it is possible to use 
different service offerings in different context and 
specify conditions (constraints) to be evaluated on 

change of context. For example, it is possible to de-
fine one service offering for Canada and another for 
the USA and define that whenever the value of the 
context property “CountryOfLocation” is updated, it 
is checked whether the current country is Canada. 
The results of these evaluations can trigger manipula-
tion (e.g., switching) of service offerings that per-
forms adaptation to the new context. In the previous 
example, when a truck with the truck-tracking Web 
service moves from Canada to the USA, the context 
property is updated, the condition is evaluated, and 
the switching from the service offering for Canada to 
the service offering for the USA is started. The main 
change in the previously published algorithms and 
protocols [2, 6] is that the gateway performs all ac-
tivities previously performed by the provider, while 
the provider performs either only very simple initiali-
zation/finalization activities or even no activity at all. 
The analogous case is with the proxy and the client.  

To support management activities, it is necessary 
to define special management operations that are in-
voked in management protocols. For our management 
system, we defined interfaces (collections of opera-
tions) for explicit session management, access right 
(security) management, providing information about 
available service offerings, comparison of service of-
ferings, selection and manipulation of service offer-
ings, push and pull exchange of management informa-
tion between management parties, management of 
dynamic relationships between service offerings, and 
cache management. Only the last interface is moti-
vated by management of mobile/embedded Web ser-
vices, but it can also be used for non-mobile/non-
embedded Web services. Since context information is 
modeled as a subclass of other management informa-
tion, it can be exchanged in the same SOAP headers 
and/or management operations. The implementation 
of all management operations should be built into the 
management system, so that it can be reused between 
different Web services. The compatibility of man-
agement interfaces between non-mobile/non-
embedded Web services and gateways (and proxies) 
used for mobile/embedded Web services supports 
uniform management of Web services executing in 
diverse environments.  
 
5. Web Service Offerings Infrastructure 
(WSOI) 3.0 
 

While our high-level architecture can be imple-
mented upon several existing Web service manage-
ment tools, we chose to develop a new version of our 
Web Service Offerings Infrastructure (WSOI) [2, 6]. 
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WSOI 2.0 was an extension of Apache Axis SOAP 
engine [16] and implemented (in Java) management 
solutions that are not specific to mobile/embedded 
Web services. For WSOI 2.0, service offerings con-
taining descriptions of measured/calculated QoS met-
rics, evaluated constraints, and billed prices/penalties 
are specified in our Web Service Offerings Language 
(WSOL) 1.1 [6]. WSOL also enables specification of 
relationships between service offerings, which are 
used for manipulation of service offerings.  

The new WSOI 3.0 adds support for management 
of mobile/embedded Web services, discussed in the 
previous section. We also developed the correspond-
ing new WSOL version 1.4 [1]. ������� � shows the 
main modules in WSOI 3.0. It is an update of the fig-
ure given in [2] for WSOI 2.0. The modules on the 
left-hand side are used for monitoring activities, while 
those on the right-hand side (e.g., SOMgmtDecisions, 
CInitSwitchSOThread, and PrInitSwitchSOThread,) 
for manipulation of service offerings. The SOAP en-
gine is contained in the standard Axis modules. 
Measurement/calculation of QoS metrics, evaluation 
of constraints, and calculation of prices/penalties are 
performed in WSOI-specific handlers and chains. 

Handlers are Axis modules for processing SOAP 
messages, while chains are pipelines of handlers. 
WSOI handlers and chains are subclasses of Axis 
classes. The WSODEngine module is used for dy-
namic ordering of WSOI-specific handlers and chains 
for a particular invocation. The Timer module initi-
ates periodic activities. Service Offering Management 
(SOM) ports implement specialized management in-
terfaces. WSOI-specific MessageContext properties 
(specialization of Axis data structures) are used for 
short-term (per invocation) storage of values of QoS 
metrics, evaluated constraints, and billed prices and 
penalties. WSOIDataHolder management information 
repository stores all other management information 
and longer-term archives of monitoring results.  

�������� shows that only a few of the modules and 
classes (designated with “*”) in WSOI 3.0 are new 
and that they are related to cache storage and man-
agement. However, this is deceiving because new 
WSOI 3.0 features were mainly implemented through 
extensions of several existing WSOI 2.0 modules 
(designated with “^”). In particular, the WSOISes-
sionData class is a complex data structure that ar-
chives information about invoked operations and per-

��������
�!����	�����������	�����������"#$�� %&�'�����(������������)�

Service offering (SO) monitoring modules                  SO manipulation modules 

 2: WSOIDataHolder 

          Modules implementing Service Offering Management (SOM) ports 

 2: WSODEngine modules 

 ^ 4:PrInitSwitchSOThread module  ^ 3: Timer module 

 1: Standard Axis modules 

  ^ 2: WSOI-specific handlers and chains 

 4: SOMgmtDecions module 

 ^ 4: CInitSwitchSOThread module 

 2: WSOI-specific MessageContext properties 

      3: soTable hashtable (SO name ->  ^ ServiceOfferingData object) 

      3: sessionTable hashtable (session ID ->  ^ WSOISessionData object) 

      4: consumerTable hashtable (consumer ID -> ConsumerData object) 

 2: contextHandlersTable hashtable (Request object ->  
 WSODChainContainer object) 

      4: uriTable hashtable (service name ‘.’ port type name -> String URI) 

 3: SessionMgmt 

 4: SOInfo  2: SONotification 

 4: SOComparisons 

          4: SOM-Prov  4: SOM-Cons 

 4: SOM-AccP 

 4: SODRMgmt 

 4: SOM-MgmtP 

 4: SOSecurity  * 4: CacheMgmt 

 * 4: cacheTable hashtable (Request object 
 -> * OpertationCache object) 

 Legend: 
 

                - a module 
 

                                  - a module 
group 
  * - new in WSOI 3.0 
  ^ - significantly extended in 
WSOI 3.0 
  1 – in Distribution 1 
  2 – in Distributions 1 & 2 
  3 – in Distributions 1, 2, & 3 
  4 – in Distributions 1, 2, 3, & 4 

 SoInfo 

 WSOIDataHolder 
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formed monitoring activities. It contains several Java 
Vectors of objects that are subclasses of the MgmtIn-
foItem class. Objects of MgmtInfoItem subclasses are 
also used by WSOI-specific MessageContext proper-
ties and several modules for SOM ports. WSOI 2.0 
defined MgmtInfoItem subclasses for values of QoS 
metrics, constraints, and prices/penalties, while 
WSOI 3.0 added a subclass for context properties. In 
this way, context information can be stored, proc-
essed, used for monitoring and control, and ex-
changed between management party using mecha-
nisms previously built into WSOI 2.0. Invocation re-
tries are supported by extensions of the ServiceOffer-
ingData class and new code in the Timer module. 
Apart from the new cacheTable hashtable (containing 
objects of the new class OperationCache) and the new 
CacheMgmt port, support for caching required modi-
fications to the WSOI-specific chain WSOIChain to 
start cache lookups and updates. Modifications to the 
code for manipulation of service offerings to use 
gateways and proxies and to perform switching of 
Web services are in CInitSwitchSOThread and 
PrInitSwitchSOThread. They are supported by exten-
sions of the ServiceOfferingData class.  

 �������� also shows that WSOI 3.0 modules can 
appear in several distributions, as denoted by a num-
ber in front of module’s name. This is the number of 
the simplest distribution where the module appears 
and implies that the module also appears in more 
complex distributions. WSOI 2.0 had only one distri-
bution – all modules were present, even if they were 
not used. However, to reduce unnecessary overhead 
on mobile/embedded providers and consumers, we 
defined 4 distributions for WSOI 3.0 as most prob-
able combinations of modules that might be needed. 
Distribution 1 supports no management activities (ex-
cept implicit session management), so it can be im-
plemented with any SOAP engine – only standard 
Axis modules are present. Distribution 2 supports 
per-invocation monitoring activities (except WSOL 
external operation calls) and does not perform peri-
odic monitoring activities, management information 
archiving, and control activities. It adds several mod-
ules to Distribution 1, most notably WSOI-specific 
handlers and chains. Distribution 3 fully supports per-
invocation monitoring activities, periodic monitoring 
activities, management information archiving, and 
session management (except security checks), but it 
does not support manipulation of service offerings. It 
adds several modules to Distribution 2, most notably 
the Timer module and substantial parts of the WSOI-
DataHolder. Distribution 4 supports all management 
activities within the scope of our architecture and 

contains all WSOI 3.0 modules. It is unlikely that this 
distribution would be used for mobile/embedded pro-
viders and consumers with limited resources, but it 
can be used for gateways and proxies.  

To verify our solutions, we have been implement-
ing a prototype of WSOI 3.0, based on our WSOI 
2.0. The extensions of the management information 
model (i.e., classes related to WSOIDataHolder) and 
some modifications of manipulation of service offer-
ings have been implemented and tested. For example, 
the tests showed that our approach to storing and 
processing of context information and using it in ma-
nipulation of service offerings is feasible. This means 
that the intended support for context-sensitivity and 
handling of disturbances in QoS is complete. The al-
gorithms for cache management, invocation retries, 
and switching of Web service replicas have been de-
signed, but are not yet fully coded and tested. We ex-
pect their completion in the near future. We have 
been using several case studies, such as the men-
tioned truck-tracking Web service, for validation of 
the determined requirements and the suggested solu-
tions. At this time, we use only emulation of these 
case studies and not Web services executing in real 
mobile/embedded environments (e.g., trucks).  
 
6. Conclusions and Future Work 
 

In addition to monitoring and control activities 
relevant for all Web services, management of mo-
bile/embedded Web services has to deal with limited 
resources (run-time memory, processing power, elec-
trical power, and wireless bandwidth) and with char-
acteristic management activities, such as handling 
context sensitivity, relatively frequent disturbances in 
communication QoS, and intermittent connectivity. 
The past research did not address management chal-
lenges specific to mobile/embedded Web services. 
Therefore, we identified requirements to address 
these challenges, studied relevant tradeoffs, defined 
general high-level architectural principles, and real-
ized this architecture through the new WSOI version 
3.0 and corresponding WSOL 1.4. We have been 
verifying the suggested solutions using a new WSOI 
3.0 prototype and validating them on case studies, 
such as emulation of track-tracking Web services.  

Our management architecture supports compatibil-
ity between management of mobile/embedded Web 
services and management of other Web services be-
cause it reuses and extends solutions, modules, and 
interfaces previously developed for non-mobile/non-
embedded Web services. It deals with limited re-
sources in mobile/embedded environments by off-
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loading management activities to non-mobile/non-
embedded management parties, particularly gateways 
and proxies. It models context information as a spe-
cial case of other management information, and sup-
ports its storage, exchange, and use for monitoring 
and control activities using mechanisms same or simi-
lar to those used for QoS metrics. Presence informa-
tion is handled as a context property. Invocation re-
tries are implemented as a new type of periodic ac-
tivities. Changes in context and disturbances in com-
munication-level QoS are handled through manipula-
tion of service offerings. Longer-term archives of in-
voked operations are used as a cache, along with new 
information about cache validity. Cache lookup (and 
invalidation, if needed) is performed before a gate-
way sends a request message to its provider, while 
cache update (and invalidation, if needed) is per-
formed after the gateway receives a response message 
from the provider. Switching between provider Web 
service replicas is done as a generalization of switch-
ing between service offerings of the same provider.  

It is important to emphasize that our management 
solutions are general in nature and not limited to the 
specifics of WSOI. In this paper, we concentrated on 
general concepts that can be adopted and/or adapted 
for other Web service management frameworks, par-
ticularly the WSLA Framework [3], WSMF [4] and 
Smartware [5]. This is because WSLA and WSMF 
use custom-made SLAs similar to our service offer-
ings, while WSMF and Smartware are based on ex-
tensions of the Apache Axis SOAP engine.  

Our short-term efforts focus on completing the 
WSOI 3.0 prototype. We also plan to validate our so-
lutions on new case studies with Web services execut-
ing on real mobile devices, in addition to the truck-
tracking case study that we emulate. Our longer-term 
objective is a powerful management system for Web 
services executing in diverse environments, both non-
mobile/non-embedded and mobile/embedded. This 
work is an important step towards this goal. 
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