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Abstract – In this paper an analysis of the Common Informa-
tion Model (CIM) standard for object-oriented information
specification in network and system management is given, in-
cluding a short discussion of several important potential benefits
and open issues, and a presentation of original extensions of the
standard - solutions to some open issues.
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I. Introduction

The Common Information Model (CIM) [1] is a new stan-
dard OO information model in network and system manage-
ment (NSM), developed by the DMTF committee to enable
interoperability and information sharing between various
NSM systems. The idea is not to replace existing NSM solu-
tions, but to complement and integrate them by providing ab-
straction, consolidation, and unification of all management
information from various sources. In that respect, CIM pro-
vides OO information specification mechanisms independent
of management information exchange, as well as standard OO
models which can serve as a basis for describing real managed
environments. It is intended to be independent both of man-
aged environments and underlying implementations and to
preserve investments in existing NSM solutions.

The CIM standard is separated into two parts. The CIM
specification document [1] describes and discusses a formal
definition (called Meta Schema) of the information model and
its basic concepts, a formal definition of the language used to
describe CIM constructs (called Managed Object Format -
MOF), the concepts of naming in CIM, mapping techniques
between CIM and other information models, and some possi-
ble usages of CIM.  On the other hand, descriptions of stan-
dard CIM models, covering the most important aspects of
network and system management, are given in separate docu-
ments (available at http://ftp.dmtf.org/cim). The OO concept
of inheritance is used for hierarchical organization of CIM
models. In the root of the hierarchy is the Core model, de-
scribing a small set of basic concepts applicable to all areas of
NSM. Apart from the Core model, the standard CIM schema
also contains the Common model. The Common model is a set
of CIM  (sub)models describing  concepts common  to par-
ticular management areas (currently: systems, devices, net-
works,  and  applications),  but  independent  of any particular
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NSM technology or implementation. Classes of the Common
model should be specializations of Core model classes, and
serve as base classes for classes of Extension schemas which
are technology-specific CIM models describing particular
managed entities.

II. The Interoperability Problem

Today, a large number of different NSM standards, like
SNMP, DMI, the system of ISO OSI standards around
CMIS/P, TMN, TINA, etc., exist. Unfortunately, different
standardizing committees defining these standards have not
(in most cases) coordinated their work. This resulted in a huge
incompatibility between standards, regarding goals, concepts,
terminology, level of abstraction, provided solutions, etc.
Furthermore, even the most prominent of these standards are
(more or less) accepted only in particular management areas
and only for particular management aspects. Therefore, for
NSM covering several management areas (e.g. in an enter-
prise), management software supporting several standards
must be used. However, due to the incompatibility of  stan-
dards, it becomes very hard to achieve interoperability (the
most important aspect of which is information sharing) be-
tween programs supporting different standards and, conse-
quently, to consistently manage modern complex and hetero-
geneous networks and systems as single entities. Due to the
lack of interoperability, the complexity and the price of NSM
solutions are significantly increased, while the overall power
is decreased.

In spite of significant differences, it can be noticed that the
core of SNMP, CMIS/P, and DMI standards are protocols for
management information exchange between managing and
managed entities. The basic functionality of such protocols is
comparable in the sense that they do not define high-level
management information operations, but define only basic
manipulations like access, addition, deletion and modification.
However, standard syntax of messages exchanged between
managing and managed entities is not enough to achieve
interoperability [2, 3, 4]. Additionally, it is needed to further
standardize semantics in the form of appropriate information
models, defining specification of management information
and operations on that information independently from man-
agement information exchange. A good information model
can significantly alleviate development of management soft-
ware and improve its understandability, flexibility, and exten-
sibility.

SNMP, CMIS/P, and DMI standards all provide, directly
or indirectly, some kind of information model or description of



concepts used for management information specification. Un-
fortunately, contrary to certain similarities between standard
protocols for management information exchange, there are
drastic differences between these information models. Addi-
tionally, none of the information models of the most promi-
nent NSM standards is without serious technical shortages [4].
Apart from other technical shortages, these information mod-
els are either too simple (SNMP, DMI) or too complex (the set
of ISO OSI management standards), which in both cases
makes their usage quite complex and prevents efficient speci-
fication of complex management information. Although map-
pings between different information models are defined in
some cases, the practical usage of such mappings is very hard.
The differences in information models are one of the main
causes of NSM standards incompatibility, and, consequently,
of the interoperability problem. While incompatible informa-
tion models prevent interoperability even when similar ex-
change protocols are used, with standardized specification of
management information and operations on that information a
degree of interoperability (primarily, information sharing) can
be achieved even with different exchange protocols. Therefore,
a very strong need to somehow unify and standardize specifi-
cation of management information and operations on that in-
formation emerges.

Taking into consideration the size of investments made in
management solutions based on existing standards, the lack of
cooperation between various standardization committees and
numerous technical problems it becomes obvious that a new
standard intended to replace all other NSM standards would
encounter a considerable resistance. Several recent standardi-
zation attempts of this kind have failed and even aggravated
the interoperability problem. Therefore, it would be more rea-
sonable to try to standardize only an information model,
which would be used as a complement and an integration
point of existing NSM standards. Such solution would offer
both interoperability and investment protection and could lead
to more open and less expensive NSM solutions. However,
regarding the fact that none of the information models of the
most prominent NSM standard is a convenient basis for such
standardization, a new, technically better and easier to use,
standard information model in NSM was needed. The CIM
standard was developed with intention to answer that need.

III. CIM - Potential Benefits and Open Issues

As discussed above, the most important potential benefit of
CIM is achieving both interoperability (primarily, information
sharing) and investment protection. Two CIM features, object-
orientation and support for mappings to and from other NSM
information models,  have an extremely important role in
achieving the goal of CIM as an integration point of different
NSM information models [4].

On one hand, the combination of potential benefits of ob-
ject-orientation (like improved modeling of semantics, ab-
straction, modularity, integrity, understandability, reusability,
maintainability, flexibility, decreased redundancy, etc.) is not
provided by other methodologies. For example, the concept of

inheritance enables vendors to offer standard compliant man-
agement information, while adding value and differentiating
their products through appropriate extensions and sophistica-
tions. Also, the ability to specify data types of arbitrary com-
plexity as appropriate classes can overcome the problem of
different data types existing in various information models.

On the other hand, CIM also provides an important support
for investment protection by means of technique, recast, and
domain methodologies for mapping management information
to and from other information models. With this support and
implementation independence, CIM can be used in a variety of
ways (e.g. for a repository). DMTF has put an accent on map-
pings between DMI MIFs and CIM, while some work involv-
ing other information models, like SMNP MIBs and ISO OSI
GDMO, is in progress. However, as noticed in [5], mapping
activities must be conducted very carefully, because with more
extensive mapping the possibility for information losses also
rises.

A short comparison of  CIM with information models of the
most prominent NSM standards (SNMP, ISO OSI manage-
ment standards, and DMI), presented in [4], showed that CIM
is in a lot of aspects technically superior. For example, me-
dium complexity of information specification concepts in CIM
produced, due to object-orientation, high expressive power and
medium complexity of usage. As it can be seen from Table I,
such results could not be achieved by other compared infor-
mation models.

 TABLE I
A COMPARISON OF CIM WITH INFORMATION MODELS OF OTHER

NETWORK AND SYSTEM MANAGEMENT STANDARDS

Standard
Complexity
of  Concepts

Power of
Concepts

Complexity
of Usage

SNMP Low Low High
ISO OSI

Management
Standards

High High High

DMI Low Low Medium
CIM Medium High Medium

Another analysis presented in [4] explored how consis-
tently are OO concepts applied in CIM. The general conclu-
sion of that analysis is that OO concepts are applied in CIM
relatively consistently (for comparison, much more consis-
tently than in ISO OSO management standards), but that not
all possible OO features are supported. First, the concept of
information hiding is not completely supported - CIM proper-
ties and references are visible outside their containing CIM
instances and need not be accessed with appropriate methods
of the same instance. Additionally, the very important concept
of methods (as well as the related concept of method parame-
ters) is not worked out in detail and there are some open issues
regarding method specification and invocation in CIM. The
issue of methods in CIM will be in more detail discussed in
the next section, where an appropriate extension of the CIM
standard will also be presented. Next, the concept of unique
object identifiers is supported in a (not strictly OO) way that



instances are uniquely identified through a set of constant key
values, which must not be modified during the whole object
lifetime. Also, while the single inheritance concept is sup-
ported, the multiple inheritance concept is not.

Additionally, an analysis of CIM concepts which are not-
OO (associations, qualifiers and qualifier types, qualifier type
flavors, naming concepts, etc.) concluded that such concepts
usefully complement OO concepts, but that there are impor-
tant open issues requiring further work [4]. For example,
naming concepts in CIM (the concepts of weak references,
propagated keys, weak and scoping classes, scoping hierarchy,
etc.) are quite complex and opposite to the concept that CIM
associations should not affect associated classes. And the con-
cept of associations is very beneficial. One possible solution to
this open issue is outlined in the next section. Next, it has
been concluded that, although the concept of qualifiers and
qualifier types is very powerful and quite useful, it has been
overused in CIM in the sense that in some cases it would have
been more appropriate to extend the MOF language instead of
defining additional qualifier types. Additionally, the concept
of qualifier type flavors has some shortages. One possible so-
lution to this problem is presented in [4]. Apart from this,
several very important concepts, like CIM Object Managers,
access protocols and APIs, triggers and indications, are only
briefly mentioned in the CIM standard, and not worked out in
detail. These concepts are very important for NSM activities
(for example, concepts analogous to triggers and indications
exist in all NSM standards) and, hence, should be completely
elaborated as soon as possible. Above all, some very useful
concepts are completely missing from CIM (e.g. exception
handling in CIM methods, expressions, invariants and method
pre- and postconditions, etc.).  Useful new concepts can be
integrated into CIM as appropriate extensions of the standard,
as it will be presented in the next section. There is also a
number of other CIM open issues, addressing more specific
technical details. Several open issues of this kind are identi-
fied and discussed in [4]. Possible solutions for some of them
are also presented and advocated in that reference.

It must also be noticed that there are some problems with
understandability, precision, and consistency of the CIM
specification document. Some CIM concepts are used before
they are defined, some definitions and/or descriptions are
complicated and hard to understand, and terminology used in
the document is in some cases imprecise and/or inconsistent.
Consequently, it would be beneficial to reorganize (and par-
tially rewrite) that document in next releases of the standard.

On the other hand, another potential benefit of CIM is that
standard CIM models can enforce consistency, uniformity, and
integration among various CIM models, and still enable ex-
tensions into appropriate technology-specific CIM models.
However, some important management areas (e.g. diagnostics,
user management, security, printing, mail, etc.) are missing
from the Common model, so that definition of new
(sub)models of the Common model, covering additional man-
agement areas, has already started.

IV. Some Extensions of the CIM Standard

One of the most important CIM open issues is that concept
of methods, although one of the main OO concepts and poten-
tially very beneficial, is neither worked out in detail nor
widely used in the standard CIM schema. It is recognized [2, 3
,4] that standardization of NSM functionality (i.e. manage-
ment activities upon managed entities and management serv-
ices provided to users) can be very beneficial. Although this
could provide a functional architecture allowing reuse of
functionality across different NSM technologies, none of the
prominent NSM standards (including CIM) addresses this
issue appropriately. When information manipulation services
are described in different ways by different implementations of
similar functionality, there is still a considerable lack of
interoperability in spite of standard information description.
On the other hand, methods defined in the standard CIM
schema can serve as a basis for standard CIM APIs. Conse-
quently, specification of standard information manipulation
through the concept of methods in CIM can complement ex-
isting CIM concepts for standard information description of
managed objects, and further improve interoperability between
various NSM applications using CIM.

Unfortunately, there are (in our view unnecessary) restric-
tions on the method syntax which do not allow specification of
an accessing/modifying method pair analogous to a reference
or an array property. CIM methods may not return references
or array values, nor take references as parameters. Conse-
quently, it is not possible to consider properties and references
as shorter notations of appropriate accessing/modifying
method pairs. This has a negative effect on information hid-
ing. It is also not possible to specify methods that return no
value (void methods), nor to specify default values for method
parameters. Additionally, the issue of exceptional situations
occurring during execution of CIM methods is not addressed
at all. The only way to specify information about such excep-
tional situations is to use method return values (or appropriate
output method parameters). However, this approach can lead
to software that is hard to write, understand, and maintain, so
that it is abandoned in modern programming languages. All
modern OO systems explore potential benefits (e.g. software
reliability, robustness, maintainability, understandability,
compactness, uniformity, etc.) of the exception handling con-
cept.

Due to all this reasons, it seems that an extension of the
concept of methods in CIM is needed, so that a possible solu-
tion to this open issue is presented in [4]. The solution intro-
duces into CIM concepts of exceptions and exception types
and formally defines new method syntax (of the MOF lan-
guage) enabling specification of exceptions and removing dis-
cussed restrictions. Additionally, syntactic, semantic, and
pragmatic aspects are discussed and illustrated on examples.
For example, an idea for possible structure of the CIM stan-
dard exception type hierarchy is presented.

On the other hand, although most of the present semantics
in CIM is specified through qualifiers, only a few basic quali-
fier types related to methods (including method parameters)



are defined. In order to make method specification more pow-
erful and more precise, there is a strong need for a wide vari-
ety of new qualifier types related to methods. In [4], a number
of new qualifier types related to methods (including also
method parameters, exceptions and exception types, and other
CIM constructs when related to methods) is suggested. All
these new qualifier types are formally defined, discussed, and
potentials for their usage are illustrated on examples.

Another very important open CIM issue, not addressed by
the standard, is formal specification of invariants (including
method pre- and postconditions). Invariants are consistency
constraints that are in effect for the entire lifetime of an in-
stance and must be always satisfied in order to consider enti-
ties for which they are specified valid. There are two special
kinds of invariants for methods: preconditions which are con-
ditions that must be satisfied to start method execution, and
postconditions which are conditions which must be satisfied
after a valid method execution. Formal specification of invari-
ants (including method pre- and postconditions) in software
systems can be very useful because they precisely and unambi-
guously describe additional semantic aspects (e.g. constraints
and dependencies). This can be beneficial in all phases of
software development and significantly improve
interoperability. Apart from that, the solution to use invariants
in order to specify that an instance is unique only in the con-
text of associated instances has multiple advantages (like un-
derstandability, maintainability, integrity, etc.) to the present
solution to use CIM naming concepts which are not compati-
ble with the concept of associations.

Invariants are often specified informally in natural lan-
guage, but although this solution is expressive and simple for
humans, it is insufficient because it is not machine-parseable
(and hence cannot be automatically used by software), is not
precise enough, and can lead to ambiguities. Consequently,
the means for formal specification of invariants in CIM are
needed. Therefore, one possible solution for introduction of
formal invariant specification into CIM is developed and pre-
sented in [4]. It is based on specification of invariants in the
form of Boolean expressions that are values of special new
qualifier types. This implies that appropriate new concepts for
expression specification also had to be included into CIM.
Therefore, an extension of the MOF language called Managed
Object Format Expression Extensions (MOFEE) was devel-
oped to enrich CIM with expression specification. MOFEE is
based on the OCL language of the UML standard for model-
ing (UML was used for formal definition of the CIM standard
and recommended for usage in the process of developing new
CIM models), but it is compatible with MOF and appropriate
for usage in CIM models. It is primarily intended to be used
for invariant specification in CIM, but could be also used for
other purposes (e.g. for specification of expressions in default
values). This solution for formal invariant specification and
specification of expressions formally addresses syntactic (defi-
nition of MOFEE) and semantic (definition of three new
qualifier types for invariants and method pre- and postcondi-
tions) aspects. Also, pragmatic aspects are discussed and a
number of examples are used to advocate the solution.

It must be emphasized that the feasibility of all presented
CIM extensions is proved by a successful development of ex-
perimental extensions of the Hewlett-Packard Public Domain
MOF Compiler (Version 2) software (the newer version of the
official public domain MOF compiler is available at
http://ftp.dmtf.org/cim).

V. Conclusion

Although the CIM standard has features which are in a lot
of aspects potentially better than those of information models
of other NSM standards, interoperability and information
sharing in NSM systems have yet to be achieved. There are a
lot of CIM-related open issues, both about management in-
formation specification concepts and about standard CIM
models, to be solved and the work on improving CIM and
resolving open issues is in progress. For example, extensions
of the CIM standard that empower the concept of methods or
introduce in CIM new concepts like exceptions, expressions,
and invariants (including method pre- and postconditions) can
further improve interoperability potentials of CIM. Addition-
ally, it must be noticed that in spite of verbal support by major
NSM vendors, the potentials of CIM have yet to be proved on
the market.
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